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IPS Custom Signature Lab: 

 
 

IPS Custom Signature:  
Add IPS signatures to a sensor, Go to Policy & Objects > Object Configurations >Security 

Profiles> Intrusion Prevention. Edit an existing sensor or create a new one.  In the IPS 

Signatures and Filters section, click Create New.  

 

 
 

mailto:ahmadalimsc@gmail.com


 

2 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

A list of available signatures appears. Select the signatures you want to include from the list. 

Click Add Selected. 

 
 

 

Finally, IPS Signature is added which action is blocked and logging is enabled.  

 
  

 

 

 

 

 

 

 

 

mailto:ahmadalimsc@gmail.com


 

3 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

Install the Policy: 
Continue on the FortiManager GUI, click Install>Install Wizard. 

 
 

Select Install Policy Package & Device Settings. Conform that the HQ-FW policy package is 

selected. And then click Next. 

 
 

Confirm that the HQ-FW device is selected, and then click Next. 
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Click Install Preview to see changes that will be applied to FortiGate. Click Close on the Install 

Preview page. Click Install. 

 
 

Once done click Finish. 
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Verification and Testing: 
Try to visited ipinfo.info TestVirus and click to download EICAR TestVirus ZIP file.  

 
 

 
 

Navigate to Log & Report >Intrusion Prevention  
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